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How to do - ‘SQL Server Surface Area Configuration’ (to be
done on the server)

After installing Microsoft SQL Server Management 2005, you need to
do SQL Server Surface Area

Configuration. For this go to Start > All Programs > Microsoft SQL
Server 2005 > Configuration

Tools and select ‘SQL Server Surface Area Configuration’

1] SQL Server 2005 Surface Area Configuration EI [=] @
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SQL Server2005

Help Protect Your SQL Server

Minimize SQL Server 2005 Surface Area

SQL Server 2005 improves manageability and security by giving administrators more control over the surface area of local
and remote instances of SQL Server 2005, With the SQL Server 2005 Surface Area Configuration toals, you can easily:

« Dizable unused services and network protocols for remote connections.
# Disable unused features of SQL Server components,

For new installations, use these tools to enable required features, services, and network protocols that are disabled by
default. For upgraded instances, use these tools to identify and disable unused features, services, and protocols,

Users with administrative privileges on Microsoft Windows Vista and later versions will no longer have administrative
privileges on this SQL Server installation by defsult. To explicitly add yourself as a SQL Server administrator, dick an the
below link:

R  AddNew Administrator

@  Read more about corfiguring the SQL Server suface area.

Click here
Configure Surface Area for localhost (change computer)
i’% Surface Area Configuration for Services and Connections
% Surface Area Configuration for Features
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Help Protect Your SQL Server

ﬁ Suﬂace Area Configuration for Services and Connections - localhost

"1 SQL Server 2005 Surface Area Configuration
L../ Help Protect Your SQL Server

yourserverby reducing thesurface area. Fordefault settings,see Help.

Select a component and then configure its services and connections:

Enable only theservices and connection types used by your applications. Disablingunused services and connedions helps proted:

-

= [J SQLEXPRESS
= L] Database Engine

pdl F=mot= Connections|

[ erver ser

remote dient connections over TCP/IP., Use
on which SQL Server listens far incoming die
named pipes because it requires fewer por

(7} Local connections anly

ElratElcian @ Local and remote connections
Remote i
Connection (2 Using TCP/TP anly

() Using named pipes only

By default, SQL Server 2005 Express, Evalua
dient connections only, Enterprise, Standard,

@ Using both TCP/IP and named pipes

First choose "local and
remote connection” then
"using both TCP/IP and

named pipes"

View by Instance | View by Component

Click
Apply

[ ok

][ Cancel ][
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Enable only theservices and connection types used by your applications. Disablingunused services and connedions helps protect
your serverby reducing thesurface area. Fordefault settings,see Help.

Select a component and then configure its services and connections:

r

= |j SQLEXPRESS By default, SQL Server 2005 Express, Evaluation, and Developer editions allow local
=] L] Database Engine dient connections only. Enterprise, Standard, and Workgroup editions also listen for
: remote dient connections over TCPﬂP Use 1he optons below to change ﬂ'le protocols
Service I e e R e ctinme 0D in ceaf
- S . Al e
SoTTTeCHOT ST Harge et 25
.

Changes to Connection Settings will not take effect until you restart the Database Engine service.

By

ST T s UTTy

() Using both TCP/IP and named pipes

The system will give you
alarm message, read and
click OK to continue

View by Instance | View by Companent |

ok || cancel |[ mpoly J[ Heb
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L/ Help Protect Your SQL Server

Enable only the services and connection types used by your applications. Disablingunused services and connedions helps protect
your serverby reducing thesurface area. Fordefault settings, see Help.

Select a component and then configure its services and connections:

= [ SOLEXPRESS

Remote Connections

Now click on
the service

View by Instance | View by Companent

Disable this service unless your applications use it

Service name: MSSQLSSQLEXPRESS
Display name:  SQL Server (SQLEXPRESS)
Description:

Provides storage, prooessi-ng and controlled access of data and -
rapid transaction processing.

Startup type: [Autcmatic

-

Service status: Running

[ sep |

Pause ] Resume

.

Click on stop to
stop the services
as asked by alert

message earlier

surface area of local
l=, you can easily:

at are dizabled by
nd protocols.

administrative
strator, dick on the
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f"\ SQL Server 2005 Surface Area Configuration
L,I Help Protect Your SQL Server

your serverby reducing thesurface area. Fordefault settings, see Help.

Select a component and then configure its services and connections:

Enable only theservices and connection typesused by your applications. Disabling unused services and connedions helps protect

he surface area of local
tools, you can easily:

= [J sqLEXPRESS
= Lj Databasze Engine
’

Disable this service unless your applications use it.

that are disabled by
, and protocals,

lve administrative
hinistrator, dick on the

- Remote Connections Service name:  M3SQLSSQLEXPRESS
# | &, SQL Server Browser
u < Display name:  SQL Server (SQLEXPRESS)
Description: Provides storage, processing and controlled access of data and

rapid transaction processing.

Tel: 49712 671 4242

Startup type: ’Automatic

Service status: Running

| st

View by Instance | View by Component

After stopping the services
and before starting make
sure the startup type is

L Automatic
L .

]
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h SQL Server 2005 Surface Area Configuration
L/ Help Protect Your SQL Server

your serverby reducing thesurface area. Fordefault settings, see Help.

Select a component and then configure its services and connections:

Enable only theservices and connection types used by your applications. Disablingunused services and connedions helps protec:

he surface area of local
toals, you can easily:

2 [§ squexpress
£ | )| Database Engine
= Service

Dizable this service unless your applications use it.

that are disabled by
, and protocols.

ve administrative

- Remote Connections Service name: 0L $SOLEX]
|, sQL server Browser
L'\i % Display name:  SQL Server (SQLEXPRESS)
Description: Provides storage, processing and controlled access of data and -

rapid transaction processing.

finistrator, dick on the

Startup types | Automatic

Service status: Stopped

Click on start to

restart the system
View by In And then click DK\
to finish the
configuration [ ok I cancel |[ apply |[ Heb
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